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ABSTRACT

E-privacy has become a pressing concern in the digital age, where protecting personal
data and communications is increasingly vital due to the proliferation of online activities.
This research examines the legal context of e-privacy in Pakistan, focusing on the
effectiveness of existing legal frameworks and identifying key challenges. Central to this
analysis is the Prevention of Electronic Crimes Act (PECA) 2016, which serves as the
primary legislation addressing cybercrimes and data protection in Pakistan. The research
reveals that while PECA 2016 provides a foundation for addressing e-privacy issues, it
faces significant limitations. These include inadequate enforcement mechanisms, limited
public awareness, and a lack of coverage for emerging privacy concerns. The study
highlights that PECA does not fully align with international privacy standards, such as the
General Data Protection Regulation (GDPR), and that Pakistan’s e-privacy measures are
less advanced than those in neighboring countries.
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INTRODUCTION

In the contemporary digital era, where technology
increasingly intertwines with daily life, the issue of
electronic privacy, often referred to as e-privacy,
has gained unprecedented significance (Jahankhani
et al., 2021; Walters, 2023). E-privacy protects
personal data (Jenkinson, 2022; Page et al., 2022).
and digital communications from unauthorized
access, misuse, and breaches (Rehman, 2021a). As
Pakistan navigates its rapid digital transformation,
the importance of e-privacy becomes ever more
apparent, highlighting both the progress and the
challenges faced in safeguarding personal
information in an increasingly connected world
Pakistan’s  digital landscape has evolved
considerably over recent years. The country has
seen a remarkable increase in internet usage,
mobile phone penetration, and the adoption of

digital services. This growth has led to greater
connectivity and access to information, facilitating
advancements in communication, commerce, and
education (Naim et al., 2023).

While these developments have brought numerous
benefits, such as enhanced convenience and
opportunities for economic growth, they have also
introduced new privacy risks. Individuals in
Pakistan now share vast amounts of personal data
online, from social media interactions to financial
transactions, creating significant vulnerabilities.
Cybercriminals can exploit these vulnerabilities for
various malicious activities, including identity
theft, fraud, and unauthorized surveillance (Burri,
2021).

Pakistan has introduced several legislative
measures to protect e-privacy in response to these
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‘emerging challenges. The Prevention of Electronic
Crimes Act (PECA) 2016 is a cornerstone of
Pakistan's approach to addressing cybercrimes and
data protection. PECA represents a substantial step
toward establishing a legal framework for digital
privacy. It addresses various issues, including
unauthorized access to data, cyberstalking, and
data breaches. By criminalizing various forms of
cyber misconduct, PECA aims to create a legal
environment that deters cybercrimes and enhances
personal data protection.

Despite the foundational role of PECA, its
effectiveness in addressing contemporary privacy
challenges have been subject to scrutiny. One of
the primary criticisms of PECA is its
implementation and enforcement. The Act has
faced challenges related to inadequate enforcement
mechanisms, limited resources, and a lack of
technical expertise among law enforcement
agencies. These issues have hindered the ability of
the legal framework to combat emerging cyber
threats and ensure robust e-privacy protections
effectively. Additionally, the rapid pace of
technological advancements often outstrips the
legislative framework, leaving gaps that current
laws struggle to address comprehensively (Zahoor
& Razi, 2021).

The scope of PECA also raises concerns about its
ability to cover new privacy challenges. For
instance, the Act does not fully address issues
related to big data analytics, artificial intelligence,
and the complexities of cross-border data transfers.
As digital technologies evolve, the nature of
privacy threats changes, necessitating updates and
refinements to existing legal frameworks. The
challenge lies in ensuring that legislation remains
relevant and effective in a landscape where
technological innovation occurs at a breakneck
pace (Masood, 2023).

Complementing PECA, the Digital Pakistan Policy
outlines the government’s vision for advancing
digital infrastructure and promoting economic
growth through technology. The policy aims to
foster a digitally empowered economy and
improve technological capabilities across various
sectors. While the policy supports the broader goal
of digital transformation, it primarily focuses on
economic and infrastructural aspects rather than
providing a comprehensive approach to e-privacy.
This focus means that while the policy contributes
to the growth of digital technologies, it does not
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fully address the multifaceted privacy issues that
arise from increased digital activity (Zaman et al.,
2022).

Given these circumstances, the primary research
problem this study addresses is the inadequacy of
current e-privacy measures in Pakistan. Despite the
legislative efforts embodied in PECA and the
Digital Pakistan Policy, significant gaps exist in
effectively protecting personal data and addressing
emerging privacy concerns (Akhtar, 2023). This
research aims to provide a comprehensive
assessment of the current legal context of e-privacy
in Pakistan, focusing on the effectiveness of
existing legal frameworks, identifying key
challenges  related to enforcement and
implementation, and proposing actionable
recommendations for improvement.
Understanding and improving e-privacy in
Pakistan is crucial for several reasons. Effective e-
privacy protections are essential for safeguarding
individual rights in the digital age. As personal data
becomes increasingly wvulnerable to misuse,
ensuring that individuals have control over their
information and that it is securely protected is vital
for maintaining trust in digital systems (Rehman,
2021a).

Additionally, aligning Pakistan's privacy practices
with international standards can enhance the
country's global digital standing and facilitate
international digital interactions. In a globalized
digital environment, adherence to international
privacy norms is a matter of compliance and a
competitive advantage that can influence Pakistan's
position in the international digital economy.

Research Justification

The need for research on legal context of e-privacy
in Pakistan is critical due to the country's rapid
digital transformation. As internet usage and digital
services expand, safeguarding personal data has
become increasingly important.  Pakistan's
legislative framework, notably the Prevention of
Electronic Crimes Act (PECA) 2016, represents a
significant step towards addressing cybercrimes
and data protection.

However, issues such as inadequate enforcement
and its inability to fully address emerging privacy
threats have challenged PECA's effectiveness.
Evaluating the current legal framework and
identifying necessary improvements is crucial for
ensuring comprehensive e-privacy protections.
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Socially, as digital technologies become more
integrated into daily life, individuals in Pakistan
face increased risks such as data breaches and
identity theft. Research in this area is essential to
raising public awareness about these risks and
developing strategies for better personal data
management. Enhancing public understanding of
e-privacy can lead to more informed and proactive
data protection behaviors.

Economically, aligning Pakistan’s e-privacy
practices with international standards is vital for
fostering trust in digital transactions and attracting
foreign investment. By improving e-privacy
measures, Pakistan can strengthen its position in
the global digital economy and enhance its appeal
as a destination for international business and
technological innovation.

Research Objectives

1. To explore the historical background of e-
privacy in Pakistan.

2. To discuss the provincial laws of e-privacy
in Pakistan.

3. To discuss the international laws on e-
privacy.

4. To highlight the objectives of e-privacy in
Pakistan.

Research Methodology

This study employed a systematic review
methodology, with research objectives established
accordingly. A comprehensive literature review
was conducted (Komba & Lwoga, 2020). Research
findings were categorized based on their content
(Hiveretal., 2021; Petticrew & Roberts, 2006), and
classified information was incorporated into the
study by organizing it into headings (Gan et al.,
2021; Pawson et al., 2005). The evaluation of
classified information and titles formed the basis of
the study (Page, 2021; Rahi, 2017), ensuring the
integrity of the research subject and its contents
(Egger et al., 2022; Victor, 2008).

Literature Review

As digital technologies increasingly permeate
everyday life, e-privacy has emerged as a critical
concern in Pakistan. E-privacy encompasses
individuals' rights to protect their personal
information in online spaces, and understanding its
landscape is essential for safeguarding privacy in a
rapidly digitizing society.

1. Legal frameworks

The Prevention of Electronic Crimes Act (PECA)
2016 primarily established the legal foundation for
e-privacy in Pakistan. PECA was designed to
combat cybercrime and enhance digital security
while incorporating data protection and privacy
provisions. However, critiques of PECA reveal that
it lacks the comprehensiveness found in global data
protection regulations, such as the European
Union’s General Data Protection Regulation
(GDPR) (Mhajne & Henshaw, 2024).

The absence of robust regulations creates a
significant gap in legal recourse for individuals
facing data breaches or privacy violations.
Additionally, the Constitution of Pakistan offers
some protections under Article 14, which
guarantees the right to privacy, but enforcement
remains inconsistent and often ineffective in the
digital context (Zaman et al., 2022).

2. Public awareness and perceptions

Public understanding of e-privacy rights is crucial
for fostering a data protection culture. Research
indicates that a large segment of the Pakistani
population lacks awareness of their e-privacy
rights and the risks associated with digital
activities. Many users are unaware of the
implications of sharing personal information on
social media and the extent to which service
providers collect data (Zahoor & Razi, 2021).

This lack of awareness is especially prevalent
among marginalized communities with limited
access to technology and education. Moreover,
cultural attitudes towards privacy can influence
individuals' willingness to protect their personal
information, often leading them to prioritize
convenience over privacy. It underscores the need
for educational initiatives to enhance awareness of
e-privacy issues and empower individuals to
manage their personal data effectively (Akhtar,
2023).

3. Cybersecurity threats

The digital landscape in Pakistan is fraught with
cybersecurity threats that jeopardize personal
privacy. Data breaches, phishing attacks, and
identity theft are common concerns among internet
users. The prevalence of these threats is
exacerbated by insufficient  cybersecurity
infrastructure and a general lack of awareness
regarding data protection. Many organizations,
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particularly small and medium enterprises, struggle
to implement effective cybersecurity measures due
to resource constraints (Al-Sartawi et al., 2024).
Additionally, government surveillance practices,
often justified by national security interests, raise
significant concerns about infringements on
individual privacy rights. This tension between
state security and personal privacy complicates the
discourse on e-privacy in the country (Hasib,
2022).

4. Role of digital platforms

Digital platforms are central to the e-privacy
landscape in Pakistan, as they collect enormous
user data. Many users remain unaware of how their
data is collected and utilized, resulting in a lack of
informed consent. This situation is aggravated by
the absence of stringent regulations requiring
companies to disclose their data-handling practices
transparently (Bhajaria, 2022).

Furthermore, the reliance on international tech
companies raises questions about data sovereignty
and local user protection, particularly when data is
stored and processed outside Pakistan's
jurisdiction. It necessitates comprehensive policies
that not only regulate local practices but also
address challenges posed by global digital
ecosystems

(Peng et al., 2021).

Despite valuable insights from existing literature,
several gaps that need further exploration remain.
Empirical studies are needed to assess the
effectiveness of current legal frameworks in
protecting e-privacy rights. Evaluating the
cybersecurity measures implemented across
various sectors is also crucial to inform policy
recommendations for enhancing data protection
(Cinar & Vanberg, 2021; Gellers & Gunkel, 2023).

Historical Background of E-Privacy in Pakistan
The history of e-privacy in Pakistan reflects a
progressive yet challenging journey in adapting to
the rapid advancements in digital technology. The
initial legal framework addressing electronic
privacy concerns emerged with promulgating the
Prevention of Electronic Crimes Act (PECA) in
2016. This landmark legislation was introduced to
combat various cybercrimes, including
unauthorized data access, cyber harassment, and
data breaches. PECA marked a significant step
forward in addressing digital privacy issues by

providing a legal foundation for managing
cybercrimes and protecting personal information in
the online realm.

Before PECA, Pakistan's legal landscape lacked
comprehensive regulations targeting electronic
privacy. The country's approach to data protection
was fragmented, relying on general legal
provisions and ad hoc measures rather than a
cohesive, dedicated framework. The introduction
of PECA aimed to fill these gaps by criminalizing
various forms of cybercrime and establishing
mechanisms for addressing privacy breaches.
Despite its advancements, PECA faced criticism
for its limited scope, particularly in addressing
emerging privacy challenges and international data
protection concerns (Cubuk et al., 2022).

The evolving digital landscape highlighted gaps in
PECA's coverage, necessitating further reforms
and adaptations. As technology progressed, new
privacy risks associated with big data, artificial
intelligence, and other advanced technologies
emerged, underscoring the need for ongoing
legislative updates and enhanced enforcement
mechanisms to keep pace with the digital age
(Rehman, 2021b).

Provincial Laws of E-Privacy in Pakistan

In Pakistan, e-privacy regulation is primarily
managed at the national level through the
Prevention of Electronic Crimes Act (PECA) 2016.
This national framework is complemented by
provincial policies that indirectly contribute to the
broader e-privacy landscape, although no
provincial statutes specifically focus on e-privacy
(Naimet al., 2023).

The provincial government has enacted the Sindh
Information Technology Policy 2018 in Sindh.
This policy aims to foster the development of the
IT sector while emphasizing the importance of
secure digital environments. Although it does not
create specific e-privacy laws, the policy supports
e-privacy objectives by focusing on cybersecurity
and digital infrastructure protection. It aligns with
national priorities by promoting secure practices
and mitigating risks associated with digital data
management (Al-Sartawi et al., 2024).

Similarly, the Punjab Information Technology
Board (PITB) has spearheaded several initiatives to
improve cybersecurity and data protection in
Punjab. The PITB's efforts include developing and
implementing systems designed to enhance digital

http://jmh.com.pk

| Pervez et al., 2024 |

Page 436


http://jmh.com.pk/

Journal of Media Horizons
Volume 5 Issue 4, 2024

ISSN(: 2710-4060 | 2710-4052

security and manage risks associated with cyber
threats. While not constituting specific e-privacy
legislation, these initiatives support the
overarching goal of protecting personal data and
ensuring secure digital practices in the province
(Hasib, 2022).

The provincial IT policy in Khyber Pakhtunkhwa
(KP) outlines strategies for advancing digital
technology and enhancing cybersecurity. The
policy addresses various IT infrastructure and data
protection aspects, contributing indirectly to e-
privacy. By focusing on secure digital
environments and infrastructure development, the
KP IT Policy complements national efforts to
safeguard privacy in the digital realm.
Balochistan’s IT Policy also reflects a commitment
to improving digital infrastructure and promoting
cybersecurity. Although it does not include specific
provisions for e-privacy, the policy supports the
broader objectives of digital security and privacy
by emphasizing the importance of secure data
management practice.

Overall, while no provincial laws in Pakistan
specifically address e-privacy, provincial policies,
and initiatives support the security and integrity of
digital environments. These regional efforts work
in tandem with the national legal framework
established by PECA 2016, aiming to create a more
robust and secure digital landscape across the
country (Masood, 2023).

International Laws on E-privacy

International laws related to e-privacy have
evolved significantly in response to the growing
concerns about digital privacy and data protection
(Lai-Ling & Zhu, 2024). The General Data
Protection Regulation (GDPR) of the European
Union, enacted in 2018, stands out as a landmark
regulation in this area (Walters & Novak, 2021).

) GDPR provides a robust framework for data
protection, emphasizing transparency, user
consent, and the right to access and delete personal
data. It has set a global benchmark for privacy
standards and has influenced data protection laws
in other jurisdictions (Roy & Bordoloi, 2023).
Another important international framework is the
California Consumer Privacy Act (CCPA), enacted
in 2020. The CCPA grants California residents
broad rights over their personal data, including the
right to know what data is collected, to opt out of
data sales, and to request deletion of their data. This

regulation has prompted similar privacy laws in
other U.S. states and has significantly impacted
privacy practices beyond California (Boukherouaa
etal., 2021).

The Council of Europe's Convention 108 is also
noteworthy. It updates the original Convention 108
and focuses on strengthening data protection
standards globally. This treaty seeks to enhance
cross-border cooperation and uphold privacy
protections internationally (Elvy, 2021).

Objectives of E-Privacy in Pakistan

The objectives of e-privacy in Pakistan focus on
enhancing the protection of personal information in
the digital domain, addressing emerging privacy
challenges, and ensuring that legal frameworks are
practical and adaptable to technological
advancements. One primary objective is
safeguarding individuals' personal data from
unauthorized access and misuse. It involves
developing and enforcing robust mechanisms to
prevent data breaches and cybercrimes, ensuring
that individuals' digital privacy is respected and
protected (Tariq et al., 2022).

Another key objective is to establish clear
guidelines and standards for data protection that
align with international best practices. It includes
updating and refining existing laws, such as the
Prevention of Electronic Crimes Act (PECA) 2016,
to address the complexities of modern digital
technologies and the global nature of data flows.
By aligning with global privacy standards, Pakistan
aims to enhance its regulatory framework and
facilitate international cooperation on data
protection matters (Cubuk et al., 2022).

Enhancing public awareness and understanding of
e-privacy is also a crucial objective. Educating
citizens about their digital rights, the risks
associated with their online activities, and the
available legal protections can empower
individuals to take proactive measures to protect
their personal information. Public awareness
campaigns and educational initiatives are essential
for fostering a culture of privacy and data
protection (Elvy, 2021).

Furthermore, improving the enforcement of
privacy laws is an objective that involves
strengthening the capacity of law enforcement
agencies and regulatory bodies. It includes
providing adequate training, resources, and
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technical expertise to implement and enforce e-
privacy regulations (Rehman, 2021b).

Discussion

The history of e-privacy in Pakistan has evolved
significantly, particularly with the introduction of
the Prevention of Electronic Crimes Act (PECA) in
2016. This legislation aimed to combat
cybercrimes and establish a legal framework for
digital privacy. By addressing issues like
unauthorized data access, cyber harassment, and
data breaches, PECA represented a substantial
advancement in protecting individuals' rights in the
digital realm. However, it has faced criticism for its
limited scope in addressing emerging challenges
posed by new technologies such as big data and
artificial intelligence.

In addition to national legislation, provincial
policies play a vital role in shaping the e-privacy
landscape in Pakistan. Various provinces have
initiated efforts to enhance cybersecurity and
promote secure digital practices. While these
initiatives do not specifically address e-privacy,
they contribute to a broader framework to ensure
safe digital environments. For instance, policies in
Sindh, Punjab, Khyber Pakhtunkhwa, and
Balochistan reflect a commitment to improving
digital infrastructure and security, aligning with
national efforts.

International frameworks like the General Data
Protection Regulation (GDPR) and the California
Consumer Privacy Act (CCPA) have set high
standards for data protection. These regulations
influence legal reforms in Pakistan, highlighting
the need for alignment with global privacy
standards. As digital technologies continue to
evolve, Pakistan must refine its legal frameworks
to safeguard personal data effectively.

Key objectives for e-privacy in Pakistan include
enhancing personal information protection,
establishing clear data protection guidelines, and
increasing public awareness about digital rights.
Strengthening enforcement mechanisms is also
crucial, ensuring that law enforcement agencies
have the capacity and resources to implement and
uphold e-privacy regulations effectively. As the
digital landscape becomes increasingly complex, a
robust approach to e-privacy is essential for
protecting individuals and fostering trust in the
digital ecosystem.

Conclusion

The evolution of e-privacy in Pakistan highlights a
journey of significant legislative milestones
tempered by ongoing challenges. The Prevention n
of Electronic Crimes Act (PECA), enacted in 2016,
represents a cornerstone in the legal framework
designed to combat cybercrimes and safeguard
digital privacy. Addressing issues such as
unauthorized data access and cyber harassment,
PECA was a pivotal step toward establishing a
more structured approach to digital privacy.
Nevertheless, the Act's effectiveness has been
compromised by its insufficient adaptability to
rapid technological changes and emerging cyber
threats, revealing the need for continuous
legislative updates and enhancements.

The absence of specific e-privacy laws at the
provincial level further complicates the regulatory
landscape. While regional policies focus on IT
infrastructure and cybersecurity, they do not
directly address e-privacy concerns. This gap
underscores the necessity for a more integrated
approach that includes both national and provincial
regulations tailored to address privacy issues
comprehensively. Globally, frameworks like the
General Data Protection Regulation (GDPR) and
the California Consumer Privacy Act (CCPA) offer
high data protection and privacy standards.
Aligning Pak stan's regulatory framework with
these international standards could significantly
improve the country's data protection practices and
facilitate better management of cross-border data
flows.

To enhance e-privacy in Pakistan, it is crucial to
modernize existing legislation, align with global
privacy standards, increase public awareness about
digital rights, and strengthen enforcement
mechanisms. Addressing these areas with a
comprehensive and proactive approach will be
vital in developing a robust e-privacy framework,
ensuring effective personal data protection amid an
increasingly digital and interconnected world.
Such advances are essential for fostering trust and
security in the digital ecosystem, ultimately
safeguarding individuals' rights and interests in
Pakistan's evolving digital landscape.

Recommendations
1. Legislative reform: Regularly update the
Prevention of Electronic Crimes Act (PECA) to
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address emerging technologies and evolving cyber
threats.

2. Provincial legislation: Develop and implement
specific e-privacy laws at the provincial level to
complement national regulations and address
regional privacy concerns.

3.Alignment with international standards:
Pakistan's data protection regulations should be
aligned with international frameworks such as the
General Data Protection Regulation (GDPR) and
the California Consumer Privacy Act (CCPA).

4. Public awareness campaigns: Launch
comprehensive public education campaigns to
raise awareness about digital privacy rights and
best practices for protecting personal information.
5. Strengthen e-enforcement: Enhance the
capacity and resources of regulatory bodies to
improve the enforcement of e-privacy laws and
regulations.

6. Data protection mechanisms: Implement
robust data protection mechanisms, including
encryption and secure access controls, to safeguard
personal information.

7. Privacy impact assessments: Mandate privacy
impact assessments for new technologies and data
processing activities to evaluate and mitigate
potential privacy risks.

8. Cross-border data management: Establish
clear guidelines for managing and transferring
personal data across borders to ensure compliance
with global privacy standards.

9. Stakeholder collaboration: Collaborate with
government agencies, private sector entities, and
civil society organizations to develop and
implement effective e-privacy policies.

10. Technical training and capacity building:
Provide ongoing training and capacity building for
law enforcement and regulatory personnel to
enhance their technical expertise in handling e-
privacy issues.

Research Limitations

E-privacy in Pakistan faces several limitations that
impact the depth and breadth of analysis. Firstly,
the rapidly evolving nature of technology and
cyber threats poses a challenge, as existing laws
and regulations often lag behind technological
advancements. This dynamic environment makes it
difficult to evaluate the effectiveness of current
legal frameworks and predict future needs. The
constant evolution of digital technologies and

cyber threats means that legislative and regulatory
measures quickly become outdated, creating a
persistent gap between legal provisions and actual
technological realities.

Secondly, the lack of comprehensive and specific
provincial e-privacy laws results in fragmented
regulatory coverage, complicating efforts to assess
the overall impact on digital privacy across
different regions. This regulatory gap hinders a
holistic understanding of the privacy landscape.
While there are national laws such as the
Prevention of Electronic Crimes Act (PECA) 2016,
the absence of region-specific regulations means
that privacy concerns are not uniformly addressed,
leading to inconsistencies in protecting personal
data.

Additionally, there is limited empirical data and
research on implementing and enforcing e-privacy
laws in Pakistan. The scarcity of detailed case
studies and statistical analyses restricts the ability
to draw conclusive insights about the efficacy of
existing measures. Without comprehensive
empirical research, it is challenging to assess how
well current laws are enforced and to identify
specific areas where improvements are needed.
Finally, cultural and social factors, including
varying levels of public awareness and differing
attitudes toward privacy, further complicate the
research. These factors influence the effectiveness
of privacy policies and the extent to which they are
adopted and enforced, adding another layer of
complexity to the analysis. Public perceptions and
attitudes toward privacy can significantly impact
how privacy measures are implemented and
adhered to, highlighting the need for culturally
sensitive approaches in policy formulation and
enforcement.

Research Implications

The e-privacy in Pakistan has several important
implications for policy, practice, and future
research. Firstly, findings underscore the urgent
need for legislative reform to keep pace with rapid
technological advancements and emerging cyber
threats. Policymakers must prioritize regular
updates to the Prevention of Electronic Crimes Act
(PECA) and consider developing specific e-
privacy laws at the provincial level to ensure
comprehensive protection across the country. The
fast-paced evolution of digital technologies
necessitates a dynamic legal framework that can
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address new challenges effectively, ensuring that
the country's legal infrastructure is not left behind
as technology progresses.

Secondly, the research highlights the necessity for
Pakistan to align its data protection regulations
with international standards, such as the General
Data Protection Regulation (GDPR). This
alignment can enhance the country's data
protection practices, facilitate international data
transfers, and improve compliance with global
privacy norms. By adopting international best
practices, Pakistan can improve its regulatory
environment, foster greater international trust, and
attract foreign investment by demonstrating a
commitment to high data protection standards.
The study also implies a need for increased public
awareness and education regarding digital privacy
rights. Effective awareness campaigns can
empower individuals to better manage their
personal information and understand their rights
under existing laws. Public education is crucial for
creating a culture of privacy and ensuring that
citizens are informed about how to protect their
digital identities in an increasingly connected
world.

Moreover, strengthening enforcement mechanisms
and providing technical training for regulatory
personnel are critical for improving the
implementation of e-privacy laws. Enhancing the
capacity of law enforcement and regulatory bodies
can ensure that privacy laws are enforced
effectively and that violations are addressed
promptly. It includes investing in developing
technical expertise and resources to handle
sophisticated cyber threats and privacy breaches.

Future Research Directions

Future research on e-privacy in Pakistan should
focus on several key areas to address existing gaps
and advance understanding of digital privacy
issues. Firstly, the research should examine the
effectiveness of current legislation, particularly the
Prevention of Electronic Crimes Act (PECA), in
addressing emerging technological threats. Studies
can evaluate how well PECA adapts to rapid
technological changes and identify necessary
legislative updates to enhance its relevance and
efficacy.

Secondly, empirical research is needed on the
implementation and enforcement of e-privacy
laws. Investigating real-world case studies,

including the challenges faced by regulatory bodies
and the effectiveness of enforcement mechanisms,
can provide valuable insights into the practical
application of e-privacy regulations. Thirdly,
comparative studies between Pakistan and other
countries with advanced e-privacy frameworks,
such as those adhering to the General Data
Protection Regulation (GDPR), could offer useful
perspectives on best practices and regulatory
approaches. These comparisons can inform
potential improvements in Pakistan’s regulatory
landscape.

Additionally, future research should focus on
public perception and awareness of e-privacy
issues. Understanding how different population
segments perceive privacy risks and their
knowledge of digital privacy rights can help design
more effective awareness campaigns and
educational initiatives. Lastly, research should
explore the impact of cultural and social factors on
e-privacy practices in Pakistan. Examining how
cultural attitudes toward privacy influence the
adoption and effectiveness of e-privacy measures
can provide a more nuanced understanding of
privacy challenges and inform targeted policy
interventions.

The manuscript has not been previously published
elsewhere and is not being considered by any other
journal. The authors read and approved the final
version of the respective manuscript.
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